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Foreword

Blockchain and distributed ledger technologies in gener-
al allow for disruptive innovations that have the potential
to change existing processes and business models, as
well as the inner fabric of how we interact in society. The
promise of blockchain is to distribute decision power,
whether it be within supply chains, industries, or whole
markets.

Blockchain solutions can facilitate user-based ownership
models, e.g., network-owned social platforms or online
games. Such network- owned applications can consti-
tute an alternative to federated platforms where control is
typically in the hands of a single company, which some-
times can be at the expense of the users. A blockchain
network can create public goods which are goods or
services that are non-excludable and non-rivalrous. The
European Blockchain Services Infrastructure (EBSI) is
such a network, that aims to increase welfare for Europe-
an citizens and organisations. However, blockchain does
not only allow for new economic models, but also
enables new business models for networks to improve or
provide public goods and services. In addition, public
services can benefit from blockchain solutions, e.g.,
when authentication or registration in cross-border
processes is necessary, e.g., when studying abroad,
moving abroad, or working abroad.

Blockchain-based applications and services have the
potential to empower citizens when interaction or using
such services online. Improving processes for all stake-
holders, creating revenue models that generate value in
form of private and public goods, and establishing
network-owned platforms and applications is part of a
human-centred, distributed environment that is focusing
on the empowerment of a sovereign acting citizen in the
digital space.

However, blockchain solutions can also be used to
centralise power or control depending on how they are
designed and implemented. To avoid unintentional nega-
tive spill-over effects, blockchain systems should be
developed in a mindful and ethical way, consistent with
the norms and values that should be embraced. While
this is always important for all kinds of information
technologies, it is especially crucial for blockchain
systems that are supposed to support public

applications and services for societies and become an
integral part of the next generation Internet and various
forms of network organizations, such as virtual worlds or
Web3, just to give some examples.

It is of paramount importance that foundational digital
infrastructures are not designed in ways that discriminate
or harm citizens, minorities, elderly people, smaller
companies, etc. when designing and implementing such
systems. This is especially the case when such systems
become de-facto standards or are to be used on a
mandatory base with no alternative. Such public systems
must meet highest legal and ethical standards.

As blockchain systems only unfold their full potential
when not altered frequently, so that they can operate
autonomously and immutable over a longer period
providing services and welfare, ethical guidelines and
awareness for norms and values and their role when
designing, implementing and operating blockchain
systems are required.

With this report, a group of experts mandated by the
European Blockchain Partnership, in charge of the
European Blockchain Services Infrastructure, has
worked on general guidelines oriented along European
values. As blockchain can be regarded as a sovereignty
technology, the expert group discussed what needs to
be considered when enforcing values in blockchain
systems. To our knowledge, this is the first report of this
kind, and clearly can only be a starting point for a more
engaged discourse on blockchain ethics.

As convenor and project office for the EU Expert Group
on Blockchain Ethics, we are grateful for the invaluable
and generous contribution from the group members.
During the course of working on this report, it became
obvious that the nature of blockchain systems (providing
semi- of fully autonomous systems that execute values)
requires a societal dialogue and deeper academic
discourse on the role of norms and values when creating
and implementing blockchain systems. We would like to
thank all members of the expert group for volunteering
their time and expertise.

Best,
Roman Beck and Signe Agerskov
(Convenors)
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Management
Summary

Ethical guidelines are important for different stakeholders, such as, but not limited to, blockchain architects and develop-
ers. The five key areas identified in this report are:

Blockchain systems and applications should be designed in a way that allows
for the inclusion of relevant stakeholders and non-discrimination. Designers
should continually consider how power structures in blockchain systems may
evolve, how they may be misused, and how they can serve to prevent, or at
least mitigate unintended or unwanted outcomes.

1. Fairness

2. Privacy Sensitive data should not be stored directly on blockchain ledgers. Only data
that has been assessed to be suitable for distribution in a tamper-resistant way
should be stored directly on ledgers. Blockchain systems should be designed
in ways that protect the privacy of users while also enabling duly authorized
law enforcement to investigate illegal activities.

3. Security Blockchain systems’ governance power should be distributed to minimize the
risk of unintentional concentration of decision power. The hardware that runs
voting nodes should be hardened against any form of tampering. Code quality
should be carefully assessed before the code is deployed in a blockchain
system and traceability between different blockchain systems should be
provided.

4. Economic Accountability In blockchain systems, tokens (such as cryptographic tokens) should only be
used for the purpose for which they were designed and not repurposed for
other uses without sufficient prior reflection. Designers should consider how
tokens incentivise behaviour before any assets get tokenised. Regulations and
processes should protect users and property rights.

5. Societal Responsibility Blockchain systems should be designed to work sustainably and support
various sustainable applications. Suitable governance processes should be
upheld to guarantee the integrity of blockchain systems. Risk mitigation
should be taken into account to avoid harmful consequences for users,
citizens, and society.
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The European Member
States have bold ambitions
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@ Introduction

1.1 Blockchain Systems The European Union is built on fundamental rights, democracy, and the rule of
and European Values law. Article 2 of the Treaty on European Union provides that ‘The Union is
founded on the values of respect for human dignity, freedom, democracy,

equality, the rule of law and respect for human rights, including the rights of

persons belonging to minorities. These values are common to the Member

States in a society in which pluralism, non-discrimination, tolerance, justice,

solidarity and equality between women and men prevail.”’ As part of its policy

of protecting these values, the EU has acceded to the European Convention

on Human Rights and developed its Charter of Fundamental Rights. Further-

more, the EU has defined the European Declaration on Digital Rights and

Principles for the Digital Decade’ and the Declaration for the Future of the

Internet®. Both declarations emphasis the role and importance of values such

as openness, interoperability, security or reliability, just to give a few examples.

These fundamental European rights all stand on a century-long effort to devel-
op ethical standards and principles to protect humans from harm and set
norms for ideal human behaviour—examining what is morally right or wrong,
just or unjust, in order to govern human behaviour and encourage right
actions.

However, our ability to make the right choices, and to do what is right, is
increasingly challenged by the profound changes that emerging technologies
are bringing to our daily lives and societies and the speed at which these
changes are taking place. The Internet, artificial intelligence (Al), and block-
chain systems are all examples of such disruptive technologies. Even as they
enable new ways of interacting and coordinating, new economies, and new
ways of understanding and relating to the world around us, these technologies
also put our current norms and values to new tests.

To govern such new technologies and set the necessary boundaries for their
use, it is important that we continually promote our understanding of the
technologies and study the changes and impact they bring to our most import-
ant values. The guidelines presented in this document contribute to the public
debate, sharpening the understanding, and forming stronger, more
value-aligned blockchain systems. This is needed for building trust in new
technologies and is a precondition for leveraging their full powers to solve the
many important challenges we face.

Blockchain systems (or more generally distributed ledger technologies (DLT))

are no exceptions to this (note that in this document, the terms blockchain and
DLT are interchangeable).
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Blockchain is a highly disruptive technology. It allows people and organiza-
tions who may not know or trust each other to collectively agree on and
permanently record information without a third-party authority. By creating
trust in data in ways that were not possible before, blockchain has the poten-
tial to revolutionize how we share information and carry out transactions
online, with immense impact across multiple domains from logistics and
supplychain, the financial and legal sectors, to sustainability and much more.

The EU wants to be a leader in blockchain technology —to become an innova-
tor and a home to platforms, applications, and companies. The ambitious
European strategy for blockchain includes building a pan-European public
services blockchain infrastructure with a wide field of applications; increased
funding for blockchain research and development; leveraging the powers of
blockchain to promote much-needed new solutions for sustainability and
addressing climate change; as well as the development of skills and
standards.

As the EU aims to create digital sovereignty for Europe it is important that
blockchain systems respect European principles and norms, and that the
necessary basis for trust is secured. The development of standards and ethical
guidelines is an essential element of the European blockchain strategy.

For this reason, in 2021 the European Blockchain Partnership (EBP)* estab-
lished the Expert Group on Blockchain Ethics (EGBE)to ensure that the
European blockchain infrastructure is based not only on European servers but
also on European values. The EGBE has a mandate to create ethical guidelines
for blockchain systems. These guidelines aim to ensure that European values
and norms are reflected not only in legal and regulatory frameworks for block-
chain technology but also embedded directly into the code and within the
incentive mechanisms and governance structures of blockchain systems
themselves.

The expert group consists of ten experts with backgrounds in blockchain
technology, philosophy, computer ethics, and law (a full list of EGBE members
appears in section 8). Over the past years, the group has developed guidelines
relating to five overall domains: fairness, economic accountability, privacy,
security, and social responsibility.

In this work, the EGBE owes gratitude to a large number of experts and collab-
orators including the EBP, who have kindly offered their time, expertise and
experience to the work. The EGBE is also thankful to the EBP for its foresight
and guidance in initiating the work of this expert group. The ethical guidelines
outlined in this document help users of blockchain, be they developers, inves-
tors, regulators, or other affected parties, to do the right thing with this technol-

0ogy.

This report, and the work of the EGBE, is by no means intended to be the final
word on blockchain ethics. Quite the contrary. The EGBE will be content if the
readers — developers, industry professionals, decision-makers and regula-
tors, academia, investors, users, and interested citizens — find the document
relevant and useful. But we will be especially happy if the report can also
inspire debate and further work in the ongoing journey of developing our
understanding of the possibilities and risks of this technology and how to
manage it.
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1.2 European Blockchain The guidelines for blockchain systems have been defined by the EGBE with

Partnership and input from the technical groups of the EBP and extern experts.

Blockchain Ethics
The EBP was established on April 10, 2018, when 21 EU Member States and
Norway signed a joint declaration creating the European Blockchain Service
Infrastructure (EBSI).> The EBP was then extended to all EU Member States,
Norway, Liechtenstein, and Ukraine as an observer. The goal of EBP and EBSI
is to use blockchain [and decentralised solutions] in support of digital sover-
eignty and to provide cross-border digital public services within the European
Union based on open interfaces, interoperability, and the highest standards of
privacy and security.

On November 9, 2021, the EBP mandated the EGBE® to work on ethical guide-
lines for blockchain systems. This is to ensure that European values and norms
are reflected in the legal and regulatory frameworks for blockchain technology
(as described in the blockchain strategy by the European Commission), but
also that European values and ideals are engraved in the code, incentive
mechanisms, and governance structures of blockchain systems themselves.
Blockchain systems must be compliant with European legislation. However,
mere compliance is not enough: It is important that blockchain systems be in
alignment with European values and norms. It is important to have European
ethical guidelines for blockchain systems and to address ethical issues arising
from blockchain technology from a European point of view.

The European Commission has developed a blockchain strategy aimed at
empowering the European Union to become an innovator and leader of block-
chain technology —a place where technological innovations can flourish, new
applications can be developed, and blockchain companies can be estab-
lished.
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The EC emphasizes that blockchain technology must ‘[embrace] European
values and ideals in its legal and regulatory framework’.” The EC’s blockchain
strategy focuses on the use of blockchain for providing better services and is
considered a ‘gold standard’ for blockchain technology and centres on five
focus points:

As part of the European Green Deal to make the EU
climate-neutral by 2050,° blockchain systems should be
sustainable and energy-efficient and should be used to
achieve sustainability goals.

The European Union has a strong focus on data protection,
such as the General Data Protection Regulation (GDPR).
Blockchain systems should not only be compliant with GDPR
but should also enhance European data protection and privacy
regulations in general.

Blockchain-based digital identities, should respect and
support the new European digital identity framework (extend-
ing the electronic Identification and Authentication and Trust
Services - eIDAS) and should also be compatible with e-signa-
ture regulations.

Blockchain systems should incorporate high levels of cyberse-
curity to ensure that they are robust, trustworthy, and safe.

Blockchain systems should be created with interoperability in
mind. The systems should be interoperable not only with other
blockchain systems but also with legacy systems.

The EU and its Member States are already taking steps to use blockchain
technology for digital sovereignty and climate action. These include incentivis-
ing actors to reduce their carbon footprint, establishing a network between
suppliers and consumers, using blockchain-based systems to finance climate
action via green bonds and alternative finance mechanisms, and developing
strategic partnerships.'’

This mandated report is the first of its kind, mapping ethical issues for block-
chain systems and outlining ethical guidelines based on European values and
norms.

10
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1.3 Blockchain Systems in a
Nutshell

Introduction

Blockchain can be described as a tamper-resistant database of transactions
consistent across a large number of nodes. The blockchain is cryptographical-
ly secured against manipulations by using a consensus mechanism to keep
the database consistent. Data storage on the blockchain is secured by
cryptographic hashes in which data being hashed return a fingerprint that
verifies the authenticity of the data. Alteration of the original data causes the
hash of the altered data to no longer match the original fingerprint. Transac-
tions on the blockchain are grouped and stored in blocks. The combined hash
of these transactions is also stored, and each subsequent block saves the
combined hash of the previous block. This creates a chain of cryptographically
secured and linked blocks containing the information—the blockchain.™

Any attempt to change information necessitates rehashing, not only the block
relevant to the transaction, but all subsequent blocks. This is possible theoreti-
cally, but it’s impractical since the blocks grow continuously as other nodes
add blocks to the blockchain. Freely programmable blockchains such as
Ethereum allow for user-created smart contracts executed on a generic,
programmable blockchain under decentralized control, using a built-in
Turing-complete programming language. This allows smart contracts and
customized (even arbitrary) rules for ownership, transaction formats, and state
transition functions, thereby enabling a blockchain system.”

It is worth noticing that this report does not aim to present and explain the
various types of blockchains, applications, smart contracts, DAOs, tokens,
and cryptocurrencies in all detail and thus generically speaks about “block-
chain systems”. We are aware that a more appropriate term would be DLT
instead of speaking of blockchain. However, for simplification reasons and as
EBSI is also referring to “blockchain” and not to “DLT”, we use “blockchain” as
synonym for “DLT”.
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Ethical foundations promote
peace, security, sustainable
development, as well as solidarity
and mutual respect.
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European Values as
Ethical Foundation

While there is no single document that codifies European values and norms, a
foundational principle of the European Union is to empower citizens and
societies and to protect them from harm. This section provides an overview of
key European values and norms that serve as a baseline for the development
of ethical guidelines for blockchain systems.

Most of these values express individual rights based on the Charter of Funda-
mental Rights of the European Union' and on the European Declaration on
Digital Rights and Principles for the Digital Decade'*. The rights and norms that
are of particular relevance for blockchain systems include:

Security

Equality and non-discrimination
Justice and fairness

Diversity and inclusion

ce e Privacy

e o o @ Sustainability

e o o o

o o o ® Accountability and responsibility
ceee Freedom

e 6 o o

e o 0o 0 property

e 6 0 ©°

e 6 0 o

References to these rights and values can be found throughout many EU
policy documents, and they appear frequently in academic ethics literature in
the European Union as well as in public debate. In addition to the Charter of
Fundamental Rights and the European Declaration on Digital Rights and
Principles for the Digital Decade, the EU and its member states are party to the
European Convention on Human Rights,'® the Universal Declaration of Human
Rights, ¢ the International Covenant on Civil and Political Rights,'” the Interna-
tional Covenant on Economic, Social and Cultural Rights,’® and the UN Guid-
ing Principles on Business and Human Rights.’” Commitment to sustainability
and justice can be found in the UN’s 2030 Agenda for Sustainable Develop-
ment and its Sustainable Development Goals (SDGs)*° and the Paris Agree-
ment.”" In what follows, we briefly review these European and international
values.”
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2.1 Security The EU Charter recognises a person’s right to security, which is the right to
protection from bodily or mental injury inflicted by governmental or private
actors. The charter also contains several related rights that offer additional
security to persons, including the right to life, the right to physical and mental
integrity, the prohibition of torture and inhuman or degrading treatment, and
the prohibition of slavery and forced labour. The security of a person is not to
be confused with computer security or cybersecurity, which is the protection
of networks, devices, and data against harm resulting from criminal or unau-
thorised use. In relation to organisations, countries, or assets, security merely
refers to the intent to protect these entities from harm. Actions performed with
the aid of computers can, however, compromise a person’s right to security,
for example by revealing the identity of dissidents to dictatorial regimes or by
enabling cyberattacks on critical infrastructure. Cybersecurity, while not itself
a right, can nevertheless be an important means for protecting rights, such as
those to individual security, as well as to privacy and property. This is also
expressed in the European Declaration on Digital Rights and Principles for the
Digital Decade.

2.2 Equality and Equality is a foundational value based on the assumption that all people are
Non-discrimination equally valuable and thus deserve the same consideration and respect. This
translates into the idea of equal rights as the foundation of human rights, which
means that all people have the same legal and moral entitlements to rights like
freedom, security, and privacy. It also translates into the idea of equal opportu-
nity, according to which people should be assessed on their qualifications
rather than characteristics such as gender, race, or class. Other frequently
recognised principles of equality include equal access to public services,
equal pay for equal work, and equal protection against discrimination. Recog-
nising equality does not mean treating everyone the same but ensuring similar
treatment in situations where people have a moral claim to be treated alike.
Equality is a fundamental human right that is recognised in the Universal
Declaration of Human Rights and the EU Charter.

Discrimination is unequal treatment of individuals based on characteristics that
are deemed to offer no grounds for such treatment. The EU Charter includes
an anti-discrimination clause that follows its clause on equality (Art. 20 and Art.
21). There is significant agreement that the qualities encompassed by these
clauses include social identities and physiological features that have no
bearing on someone’s qualifications or deserts and that often have a history of
having been used to treat people poorly. The EU Charter specifically mentions
‘sex, race, colour, ethnic or social origin, genetic features, language, religion or
belief, political or any other opinion, membership of a national minority, proper-
ty, birth, disability, age or sexual orientation’ (Art. 21), and this list is not meant
to be exhaustive. Groups of people with any of these features are called
protected groups or protected classes. Actions that are typically prohibited in
relation to these groups are discrimination in employment, housing, education,
and access to goods and services, as well as insults, hate speech, incitement
to hatred, and harassment.

2.3 Justice and Fairness Justice is a concept closely associated with fairness and is generally defined
as the fair treatment of individuals in society®. It requires respect for equality
and declares unjust any actions that do not respect equality, such as unequal
treatment of persons before the law and inequality of opportunity for job
vacancies. Justice and fairness also invoke considerations of the just desert
(such as rewarding or punishing individuals based on their behaviour) and
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impartiality (meaning decisions should be made without bias or favouritism).
Fair actions and policies respect equality, take into account what people
deserve, and are impartial. As such, they are free from bias. Biases can take
many forms. Algorithmic biases are social biases encoded into algorithmic
decision-making. These can appear when a computer or autonomous actor is
executing actions that have an impact on stakeholders. Functional biases are
biases to be understood in relation to the usefulness and access of certain
stakeholder groups. Policy biases are biases in policies, for example regarding
the governance and management of blockchain systems. Personal biases can
appear in the beliefs and worldviews of blockchain actors, which might lead to
unfair decisions or prejudices.

2.4 Diversity and Inclusion

Diversity is a value that builds on the values of fairness and equality. Diversity
implies that groups, organisations, and societies should acknowledge and
respect people with diverse characteristics, such as different social identities,
talents, skills, experiences, and viewpoints. Diversity is valued and promoted
because the broader perspective it provides can offer benefits such as
enhanced creativity, problem-solving, and innovation.?* It functions as an
equaliser, asserting the value of a wide range of social identities, viewpoints,
and talents and creating more equity and equality of opportunity for marginal-
ised individuals. Inclusiveness builds on the notion of diversity by supporting
participation and positive valuation of diverse people with different identities. It
requires continued efforts to create conditions for full participation, to value
and support differences, and to create a sense of belonging.

2.5 Privacy

The right to privacy is recognised in the Universal Declaration of Human
Rights, the EU Charter and in the European Declaration on Digital Rights and
Principles for the Digital Decade. The EU Charter specifically refers to a right to
respect for one’s private and family life, home, and communications, and a
right to the protection of personal data. Privacy rights are further elaborated in
EU legislation, especially the 2016 GDPR, which encodes many specific priva-
cy rights pertaining to personal data. GDPR establishes strict rules for the
collection, storage, and use of personal data; it requires informed consent
from individuals before their personal data can be collected and processed; it
gives individuals the right to access, correct, and delete their personal data;
and it requires procedures to ensure that personal data is accurate,
up-to-date, and stored securely. It also severely limits the processing of
categories of sensitive personal data, such as information about an individu-
al's health, sexual orientation, political opinions, and criminal convictions, and
it requires special protections for the collection and processing of personal
data of certain individuals, including children, persons with disabilities, and
members of vulnerable groups.

2.6 Sustainability

Environmental sustainability is the ability to meet the needs of the present
without compromising the ability of future generations to meet their needs.
Environmental sustainability requires serious reductions in greenhouse gas
emissions, mainly but not exclusively through reductions in the use of energy
generated by fossil fuels. It also requires conservation and protection of biodi-
versity, promotion of sustainable use of land and water, and/or reduction of
pollution and waste. For businesses, sustainability requires a shift towards
sustainable practices and products, such as the use of renewable energy and
circular economy business models.*

15
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The objective of sustainability entered EU policy in 1992 with the Maastricht
Treaty,”® and it became a core EU objective in the 2007 Treaty of Lisbon.?”
Sustainability is also recognised as a key value in ethics and in environmental
awareness.”

2.7 Resposibility and Moral responsibility is the idea that individuals, groups, and organisations have
Accountability a duty to act in certain ways and may be held accountable for their actions and
their consequences, specifically as they impact others.?® Moral responsibility
implies that these agents can be praised or rewarded if they fulfil these duties
and be blamed or punished if they do not. Accountability is the obligation of
agents to accept responsibility for their actions. Agents can be held account-
able in a variety of ways, including legally (through laws and regulations that
impose sanctions such as punishments, penalties, and liability for damages),
financially (through financial reporting and auditing), ethically (through codes of
ethics, standards, and guidelines, both external and self-imposed), through
stakeholders (through engagement and communication with an organisation’s
stakeholders), and socially (through reaction to an organisation’s impact on
society, including its impact on the environment, human rights, and social
welfare, as measured through standards, certifications, and audits).

2.8 Freedom Freedom, or liberty, is a fundamental human right that enables individuals to
pursue their interests and make their own life choices. Ethicists distinguish two
types of freedom: negative liberty, which is the ability to act without obstruc-
tion or interference by others, and positive liberty, which is the ability to be
one's own master and make one's own decisions.*° Negative liberty protects
individuals from unwarranted restraints on their actions and behaviours, while
positive liberty implies control over one's own thoughts and decisions. Nega-
tive liberty is also called autonomy or self-governance; it is freedom of the
mind, which can be possessed even if one’s positive liberty is limited. The
Universal Declaration of Human Rights and national bills of rights recognise a
general right to freedom, as well as specific freedom rights, such as the rights
to freedom of expression, assembly, movement, and employment.

2.9 Property The right to own property is considered a fundamental human right. The UN’s
Universal Declaration on Human Rights states in Article 17 that everyone has
the right to own property and that no one shall be arbitrarily deprived of his or
her property®'. A distinction can be made between tangible property, which
has physical existence and can be touched or felt, and intangible property,
which does not have a physical presence. Intangible property includes things
like intellectual property, software, contracts, licenses, permits, and databas-
es. Intangible goods that exist in digital form are called digital goods. Digital
goods include any type of digital content, such as digital media, online games,
fonts, logos, and apps. Ownership of many digital goods is covered by
intellectual property rights. However, legal regimes are not always well
equipped to regulate property rights for digital goods, so owners and buyers
are not always well protected.
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Blockchain systems have the
potential to create more ethical
environments, but a mindful
assessment of ethical
implications is necessary.
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Blockchain Characteristics
and Ethical Issues

Design decisions, when developing a new blockchain system (including proto-
cols and applications), are based on the normative understanding of the archi-
tect or developer.®? Developers need to be mindful of potential ethical impact
or harm when deciding which consensus mechanisms or governance struc-
tures they implement. This is specifically important in the area of blockchain,
as design decisions often are immutable and will have long-lasting implica-
tions once the system or application is in use. In this section, we present some
of the ethical issues connected to blockchain characteristics that developers,
investors, users, and regulators need to be mindful of.

3.1 Decentralisation A key aspect of blockchain systems is the decentralisation of decision power.
Blockchain systems allow peer communities to organise themselves without
the need for a trusted third party and without centralising power in the hands
of a single member. This opens new ways for communities to organise and
co-create but also introduces ethical risks that need to be addressed. Some of
these ethical issues are outlined below.

Distribution of governance power

When data is stored on a blockchain, the ledger gets distributed to nodes in
the network. This makes the ledger largely tamper-proof, as a malicious entity
needs to take over a majority of governance power to rewrite the stored data.*®
However, it is possible to create permissioned blockchain systems in which all
the nodes or entities must be approved or admitted to the system by a govern-
ing body.** In this case, the governing body can decide how control is
exercised, which in consequence means that all entries into the ledger can be
revised if it is deemed necessary. In other words, tamper-resistance as known
from permissionless blockchain systems cannot be fully guaranteed. Decen-
tralisation of governing nodes is therefore an important part of permissionless
blockchain systems and therefore an important element of overall robustness
and security. However, the decentralisation of governance power also creates
other ethical implications, such as in the context of accountability.

Life cycle of systems

Another aspect of decentralisation that needs to be addressed is how decision
power is concentrated in the hands of a few during the design phase. Indeed,
even though decision power is decentralised once a permissionless block-
chain system is deployed, during the design phase that power is concentrated
in the hands of those few people designing and developing the system. Even
if they aim to create a decentralised system, developers must acknowledge
the power they are exerting when making design decisions and the way that
these design decisions affect the later blockchain system. Design processes
should include steps explicitly focused on ethical considerations, and
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developers should anticipate different stages of the lifecycle of the blockchain
system under development to mitigate or minimise unintended ethical implica-
tions that may violate the very values the system was created to protect. This
is especially true for permissionless systems, as the governance power on
how to maintain and evolve the system will be passed from the initial develop-
ers to the community. Communities might intentionally or unintentionally
evolve a system in an undesired direction®.

Unintended use

A blockchain system may also be used in ways the developers did not antici-
pate during the design phase. An example is Augur, a peer-to-peer protocol
that can be used to create prediction markets. Augur was created to enable a
globally accessible and transparent prediction market, but in 2018, users
started betting on the death of persons, effectively turning the solution into an
assassination market.*® Permissioned systems are not as vulnerable to being
used in ways that do not support their original intent, as it is easier to agree and
change the system compared to a permissionless system.

3.2 Immutability

Immutability is an important characteristic of blockchain systems that ensures
that the distributed ledgers cannot be tampered with. Immutability is central to
creating trust within the system, as the data stored on a ledger is tamper-resis-
tant. However, tamper-resistant data storage can also cause unwanted situa-
tions if unauthenticated data enters the system?®. Ethical issues related to the
characteristic of immutability are explained in the following examples concern-
ing oracles, digital twins, and GDPR.

Oracles

Blockchain systems depend on interfaces to operate with other blockchain
systems as well as other systems. These interfaces between a blockchain and
the outside world are called oracles®. Oracles are entry points where false
information and failure can enter a blockchain system. There are two ways an
oracle can fail: first, if the oracle is trusted and uncompromised, but the data is
altered or untrue; and second, if the data is verified and true, but the oracle
fails to operate due to bad code or deliberate tampering. For instance, if a
smart contract is activated to execute an international transaction, it will
interact with an oracle to get information, for example, on current exchange
rates. When oracles provide publicly available information, like exchange
rates, the information can be checked by participating parties in the transac-
tions. However, when transactions depend on information that is not publicly
available, it becomes harder for the involved parties to verify the data. Block-
chain systems must have trusted oracles providing verified data to keep the
whole blockchain ecosystem safe. Even though data can be stored safely on
immutable ledgers, this does not guarantee that the transactions archived are
representing a true state. Trustworthy oracles and verification procedures are
needed to ensure that only true and verified data enters a blockchain system.

Token as digital twins

Blockchain systems also deal with digital twins, which are representations of
physical entities or assets, such as cars, gold, paintings etc. In the sale of a
car, for example, a token representing the ownership of a car (the car’s digital
twin) is transferred from one wallet to another once the payment has been
made; however, the physical car must also be transferred to the new owner.
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The transfer of ownership is stored safely on an immutable ledger, but the
blockchain system has no mechanism for controlling or enforcing the transfer
of the actual physical goods. In the event of not receiving the physical goods
that have been paid for, the wronged party needs to rely on entities outside the
blockchain system, for instance, the police, to enforce their ownership.

Another issue related to digital twins occurs when digital representation does
not match the physical entities. For instance, you might have a token repre-
senting your university degree stored on an immutable ledger, but the informa-
tion is incorrect. Or a company advertising its sustainable practices might use
tokens to track a bag of organic coffee beans across the supply chain when
the actual coffee beans have been replaced with non-organic coffee beans.
Such scenarios can create ethical issues: Individuals may be treated unfairly
(for example, denied a job for which they are qualified), or consumers may be
cheated into buying products that have not been sustainably produced. If the
digital twin problem is not addressed, blockchain systems might cause unjust
treatment of individuals or undermine trust instead of increasing it.

General Data Protection Regulation (GDPR)

Finally, the characteristic of immutability can cause ethical issues and violate
GDPR if private data is stored directly on a ledger. Article 17 of the GDPR
states, ‘The data subject shall have the right to obtain from the controller the
erasure of personal data concerning him or her without undue delay and the
controller shall have the obligation to erase personal data without undue
delay’. It is difficult (in case of permissioned blockchain systems), or impossi-
ble (in case of permissionless blockchain systems) to delete data once it has
been stored on a ledger, which is why sensitive and private data should not be
stored directly on a ledger.

3.3 Transparency and Blockchain’s transparency and the distribution of data in a peer-to-peer
Distribution network are key to its security; however, these qualities can also cause ethical
issues if unsuitable data is shared. In the following section, we will focus on

nodes that can read data and nodes that store a replica of the ledger.

Sensitive data

Once transactional data is stored on a ledger, it is visible in the network. This
is in part what safeguards entries on a blockchain ledger against fraudulent
activities, as the nodes can compare the stored ledgers and detect if a change
has been attempted. But this transparency can cause ethical issues if the data
stored in the network is sensitive. This is especially true for permissionless
systems where anyone can operate a node and where it is difficult to control
which type of data users store on the ledger. Blockchain systems store a hash
of data on ledger as a way to authenticate sensitive data while keeping it confi-
dential. This way, it is possible to check for example if a digital driver’s licence
is coherent with the hash released by the issuing authority. If a driver’s licence
has expired or been revoked, it will no longer fit the hash and will not be
authenticated. As hashes stored on a blockchain ledger are protected from
tampering, it is next to impossible to change the data entries stored off-ledger
without being detected. It is worth noting that a hash of personal data is
considered to be personal data, too, which means that all blockchain systems
have to find a way dealing with personal data in a GDPR conform way.
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Blockchain systems rely on having multiple nodes authenticating transactions
and keeping replicas of the ledger to secure the whole system from malicious
tampering. However, if data not eligible for sharing gets distributed it can
create problems for the nodes maintaining the system and storing a replica of
the ledger. If illegal or inappropriate content gets distributed, entities acting as
nodes may inadvertently store illegal content on their hardware, for which they
could be legally liable in many jurisdictions®. This risk may make entities
unwilling to act as nodes. It is essential that operating nodes can be certain
that they do not violate legal norms when maintaining the system. These
ethical and legal issues, therefore, need to be addressed.
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3.4 Auditability and Blockchain systems offer new ways of organising networks, which may create
Accountability challenges in placing accountability and responsibility. Without clear guide-
lines and well-described enforcement methods, blockchain systems may not
be able to uniquely identify involved entities to hold them accountable. When
governance is decentralised and executed pseudonymously in blockchain
systems, locating accountability can be extremely challenging*® compared to
more traditional IT systems, which have centralised power structures carried
out by well-defined entities. This is especially true for permissionless block-
chain systems, where nodes can read, submit, and validate transactions
pseudonymously. In permissioned blockchain systems, it is easier to place
accountability (as nodes are identified and verified), compared to permission-
less systems. The following sections outline ethical issues connected to
accountability in blockchain systems.

Data

Only eligible and correct data should enter a blockchain system. However, in
permissionless systems that allow for pseudonymity, it can be hard to ensure
accountability if a node enters untrue or sensitive data as it can be difficult to
identify the natural identity of the person or company operating the node.
Blockchain systems provide auditability of transactions, but how to hold those
adding inappropriate information on a ledger accountable for their actions, if
they cannot be identified? And should the nodes storing the ledger be held
accountable for the content? In permissioned systems, it is easier to make
processes to ensure the quality and nature of the data before it is stored, as the
entities maintaining the system are identifiable and have been vetted before
becoming part of the system. It is, therefore, easier to determine accountability
and responsibility in permissioned systems.

Code

Accountability should not only be addressed in the context of data, but also in
the context of code. Blockchain-based applications can facilitate essential
infrastructures in society without citizens needing to be aware of the technical
layer. Weak code might cause unintended harm for users if misused, or if
automatically executed. In a permissioned system, the developers and entities
maintaining the system can be held accountable for flawed code, but how to
place accountability in permissionless systems? Is it the person writing the
code who is accountable? Or is it the person choosing to use the application?
In permissionless systems, anyone with the right skills can check the code for
flaws and weaknesses. However, most citizens will not have the technical
know-how to read or authenticate the code used in blockchain systems. This
creates ethical issues if the security of blockchain systems is based on volun-
teer checks from users while only a small number of users have the skills
needed to perform these quality checks.
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Autonomous actors

It can be difficult to ensure accountability in blockchain systems, not least due
to their use of code as autonomous actors, such as smart contracts. A flawed
smart contract will execute actions according to its code, despite those
actions having unintended harmful outcomes. Malicious users might exploit
smart contracts with bad code to gain advantages at the expense of the
network. In blockchain systems that include technologies such as artificial
intelligence (Al) and data from the Internet of Things (IoT), the complexities
around accountability increase.

Finally, accountability may be defined differently in various jurisdictional
environments, and with blockchain systems spreading across different coun-
tries, accountability in one country might not be enforceable in another. This
spanning of jurisdictions has both legal and ethical significance. New ways of
defining and ensuring accountability in blockchain systems consisting of
autonomous actors and agents are needed.

Tokenisation

Blockchain systems not only allow users to interact without a trusted third
party, but they also facilitate value creation and capture of cryptographic
tokens*'. An example is cryptocurrencies that function as money without the
participation of a government or bank which raises accountability questions.
Sometimes a token is not intended to be used for payment but is designed to
be used only internally in a blockchain system as a utility token that provides
some service to users such as access rights or membership verification.
However, tokens, including utility tokens, may be used in unintended ways*.
An example is Ether (ETH), the Ethereum utility token, which was repurposed
by the user community as a payment token. Adapting tokens for purposes
they are not developed for can create unforeseen consequences for users.
How should payment tokens and token systems be regulated to protect
citizens and the financial system from harm? Are there areas where tokenisa-
tion should be outlawed because of the risk of dangerous incentives or
unintended consequences? Decision-makers must address such questions to
prevent unintended harmful effects on society.

Interoperability

Scalability has consistently emerged as a notable technical hurdle for block-
chain systems. The capacity to process transactions efficiently can be limited
by factors such as the consensus algorithm used to verify the ledger. An effec-
tive approach to address this concern involves promoting interoperability
among different blockchain systems. This is achieved by establishing bridges
that facilitate the transfer of tokens to other blockchains. Doing so may allow
for transaction offloading and thus heightened system adaptability**. However,
although it is possible to track and trace tokens and transactions within a
single blockchain system if tokens or assets are transferred to another block-
chain system, they become hard if not impossible to trace, which may lead to
accountability issues.
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Ethical guidelines for blockchain
systems are needed as they may
alter the way we interact as
societies.
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4.1 Guideline to Blockchain systems can distribute governance power in a network, as long as
Ensure Fairness the entry barrier is low enough for all users interested in participating. However,
if steps are not taken to ensure open access, governance power may only be
distributed among those with the necessary technical skills, capabilities, or
resources. If only a small group of technically capable individuals are involved
in the design and maintenance of blockchain systems, the risk of unintended
bias and discrimination increases, as some stakeholders and their views and
needs might not be included. It is important to ensure inclusion and open
access to counter and mitigate bias and to distribute governance power in
blockchain systems as much as possible.

Open Access

Blockchain systems offer important social and economic benefits that should
not be denied to anyone. However, social and functional biases can exist in
blockchain design, governance, and operations; these biases can disadvan-
tage certain stakeholder groups by discriminating against them or posing risks
to them or their rights. Such biases should be mitigated through targeted bias
correction procedures. Developers designing blockchain applications to be
applied cross-border in Europe or globally must reflect on aspects such as
accessibility, usability, incentive mechanisms, or unintended bias. This is to
ensure fair and equal access and to prevent unintentional discrimination
against certain groups, such as people with limited technical experience or
those from a cultural setting other than the developer’s. Blockchain applica-
tions should be accessible for use by anyone, regardless of their education,
income, resources, abilities, socioeconomic status, and other attributes
(gender, race, ethnicity, nationality, age, sexual orientation, and others).
Special efforts should be taken to ensure that blockchain applications are
low-cost and easy to access, including for those with slow or unreliable
Internet access. Applications should also be easy to use for individuals with
little formal education or limited technical skills and be accessible for people
with physical or mental disabilities through accessibility settings and assistive
technology.

Governance Power

Governance power should be distributed fairly, making it impossible for a
single user or stakeholder group to take over or manipulate the system.
Entities involved in the governance of blockchain systems should represent
the diversity of the group. Steps should be taken to ensure the participation of
members of underrepresented groups, especially those with limited technical
skills, low incomes, and modest resources. The goal is balanced participation
in terms of gender, race, ethnicity, age, (dis)ability, and other social identities,
especially for blockchain systems implemented by governments and to be
used by citizens.

In a permissioned system, the governing body is known, which makes it possi-
ble to ensure a distribution of power among the blockchain system’ partici-
pants, granting, for instance, the same governance power to each country,
company, or person participating. As the nodes are identifiable, it is possible
to be mindful of the distribution of power in relation to geography and culture.
It is also possible to invite entities or persons into the network to ensure
inclusion and a fair distribution of power across all stakeholders of a block-
chain system.

In permissionless systems, the governing nodes can be pseudonymous, and
thus it can be difficult to identify if decision power is centralised (as one entity
or company potentially can operate many different nodes) or if it is distributed
fairly.
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When blockchain actors have biased beliefs and attitudes they may make
prejudiced or unfair decisions. This can be mitigated by ensuring that teams
represent a wide range of viewpoints and interests and by monitoring for
conflicts of interest, such as financial, personal, professional, or political
interests that could influence decision-making. In addition, blockchain policies
are potential sources of bias. Policy bias in the governance and management
of blockchain systems can directly or indirectly create unfair conditions for
stakeholders. Policies, as well as actual practices, should be regularly
assessed and corrected for bias.

It is recommended that designers of permissioned systems ensure that politi-
cal, economic, geographic, and cultural interests are taken into account when
distributing the governing nodes of the system. System designers should also
consider the needs and interests of all stakeholder groups when selecting the
entities that will operate the governing nodes. In systems providing public
services to citizens, designers should consider whether the governing nodes
should be operated by public agencies or private companies.

For permissionless systems, it is recommended to develop risk management
procedures to identify unequal distributions of power that may develop over
time. If governance power becomes centralised, systems should have action
plans in place for how to incentivise and re-establish decentralisation.
Academic researchers would do well to investigate how decentralisation of
decision power can be maintained throughout the life cycle of a blockchain
system. Validator pools (mining pools as well as staking pools) should be
accessible for users with modest technical skills and limited resources, if
possible.

Life Cycle

Blockchain systems can facilitate distributed governance power among peers
in a network. However, in the development phase of a blockchain system, the
governance power is naturally centralised with the developers. Once a block-
chain system is deployed it can be very difficult to change. The decisions
made in the design phase are therefore often long-lasting and will affect the
blockchain system throughout all its life cycles.

Therefore, designers must be alert to the danger of introducing algorithmic
biases. Such biases can exist, for example, in algorithms that select validators,
process and prioritise transactions, or determine and distribute assets. These
biases should be mitigated through algorithmic fairness procedures similar to
those that have been developed for Al and big data and through continuous
monitoring and testing.

In addition, designers of blockchain systems should incorporate incentive
mechanisms that discourage selfish behaviour and encourage network-pre-
serving actions. However, life cycle governance is more than algorithmic
fairness procedures and incentive mechanisms. Developers must also reflect
on how to support the network in self-organising. What to do if the system is
being used to violate the very values it was created to protect? How to react if
the system is attacked? Should it be possible to make a hard fork? And how
should hard forks be facilitated? How to facilitate communication among peers
in the network? And how to migrate to other blockchain systems if the current
one is made liable or needs to be shut down? These are some of the questions
that developers need to address before releasing a new blockchain system.
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It is therefore recommended that developers reflect on the life cycle stages of
a blockchain system and how later versions of a blockchain system might
impose new ethical risks and challenges to the network. Development
processes should include steps to allow for reflections on impact and ethics.
This is especially essential for permissionless blockchain systems, as these
are hard if not impossible to change once implemented. Developers should
also be mindful of addressing the needs and interests of other groups in all life
cycle phases to avoid discrimination and to support inclusion. It is recom-
mended that education, frameworks, processes, regulation, and software be
developed to support blockchain developers in the design phase, to ensure
that moral values are sustained throughout all life cycle stages of a blockchain

system.
4.2 Guideline to Due to the tamper-immutable, transparent, and distributed ledgers of block-
Protect Privacy chain systems, guidelines and audit processes are needed to control the

correctness of data and ensure that only eligible data is stored directly on a
ledger. In the following, guidelines are presented to protect citizens and users
of blockchain systems and to avoid systems that violate the EU values of
privacy.

Sensitive Data

Private and sensitive data should always be stored securely and be accessible
only by authorised persons. No sensitive or private data should be stored
directly on a ledger (especially in permissionless systems), as that data will be
shared with all nodes in the network. Audit processes should be created to
determine which types of data a system should store as well as checklists for
users to ensure that no sensitive data is stored directly on a ledger. One way to
use blockchain to authenticate personal and sensitive data is to store a hash
of the data on a ledger while keeping the data itself safely stored in a secure
database.

In situations where users have little or no option to decline participation, such
as post-disaster assistance or medical assistance following accidents, it is
even more crucial that developers and governing entities assume responsibili-
ty for protecting users’ personal data. Developers and operators of blockchain
systems should refrain from supporting use cases that are likely to violate the
privacy of users or other stakeholders, such as blockchain applications for
surveillance, unethical tracking, and monitoring.

In addition, biometric data should not be stored directly on a ledger, as such
data is a permanent personal indicator. It is recommended that regulators
determine which types of data are suitable or unsuitable to be stored in block-
chain systems. These regulations should be adjusted to the different types of
blockchain systems, including who is controlling them and how they are used.
Third-party accountability structures should be put into place to enforce and
uphold these regulations. Checklists based on these regulations should be
developed for users to identify which data to store off-chain and which use
cases to avoid. Developers should create audit processes to check the nature
of data before a transaction is approved. They should also develop mitigation
strategies to deal with situations where sensitive data is wrongly stored.
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Pseudonymity

Pseudonymity can be used to protect users’ privacy and safety, as well as to
protect the freedom of speech in regions where citizen opinions are censored.
The digital infrastructures of society must empower users and protect them
from surveillance of both private and public entities. Pseudonymity, therefore,
plays an important role in protecting user privacy. However, pseudonymity can
also be used to conduct harmful or illegitimate transactions and it is important
that law enforcement entities be able to investigate harmful or illegal behaviour.
Therefore, it is recommended that risk mitigation processes and -software be
developed to monitor the transactions in blockchain systems, especially in
public-permissionless systems with pseudonymous users. This is to identify
malicious users conducting illegal transactions. Tracking of transactions can
be used as an indicator of illegal structures and entities, even when conducted
via pseudonymity. Law enforcement entities should be educated in investigat-
ing and tracking illegal transactions in blockchain systems. On-chain and
off-chain processes should be put into place, to address and prevent illegal
actions. However, it is important, that there is a legal claim before any such
process is activated. Regulating bodies should protect the privacy of law-up-
holding users while enabling law enforcement methods to pursue illegal
behaviour.
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4.3 Guideline to It is important that blockchain systems be secure, especially systems facilitat-
Assure Security ing essential social processes and infrastructures. The security of blockchain
systems is not only important at the network layer but also for users depending
on the system, for instance for blockchain-based public processes, for exam-
ple, vaccination verification. As blockchain technology becomes more
integrated into private and public processes, it is important to ensure the
overall security of the blockchain system. All stakeholder groups of blockchain
systems should benefit from the highest standards of security, from the proto-
cols to the applications.

Nodes

Network security depends not only on the decentralisation of power among
nodes in a network but also on the overall number of nodes and the consensus
algorithm in use*. With a smaller number of nodes or different consensus
algorithms, it becomes more likely that power will be centralised. Therefore, in
permissionless systems, it is advisable to have a high number of nodes main-
taining the system. In permissioned systems, the node operators are known to
the other network participants. A malicious node is therefore aware of the
entities they need to influence, to take over the network power. However, the
malicious node itself is also identified, and the network can isolate or exclude
the malicious node if it proposes actions that endanger the system. In permis-
sioned systems, the number of nodes needed depends on the trustworthiness

¢ of the entities controlling the nodes. Having fewer trustworthy entities in a

® network, therefore, creates a need for a greater overall number of governing
nodes.

[ ]

PY In permissionless systems, it is not required for node operators to be identified,
as they can operate pseudonymously. However, this does not mean that

L4 entities controlling nodes cannot organise themselves in traditional hierarchal

power structures off-chain. Powerful companies or governments might set up
multiple nodes to increase their decision power or they might collaborate with
other powerful entities to pool their influence on the network. Entities in
permissionless systems should therefore not only be aware of the governance
power of an individual node but also alert to off-chain centralisation of power
evoked via multiple nodes. Permissionless systems should also establish
methods to identify off-chain centralisation of power and determine whether
coordinated efforts are being made to influence a system via multiple nodes.

Academia should be involved in the process of identifying the desirable
number of network nodes and determining when this number becomes
critically low. Both permissioned and permissionless systems should distribute
governing nodes to ensure the robustness, resilience, and security of block-
chain systems. Permissioned systems should perform due diligence checks
before permitting entities to act as governing nodes. Citizens should have the
option of having their data processed via nodes that are government-con-
trolled and not be forced to rely solely on nodes controlled by private entities.
The distribution of governing nodes is therefore especially important in block-
chain systems created by public agencies, as citizens often have no alternative
to using these systems. In addition, the physical location of servers must be
considered. Governing entities need to protect their nodes from hacking,
deliberate damage, and physical threats such as flooding or fire. To ensure the
network's safety, all server nodes should be kept safe from unauthorised
individuals and accidents. To ensure the full security of the servers, they should
be placed only at physical locations controlled by trustworthy parties.
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Quality of Code

The code used in blockchain systems must be secure and without weakness-
es, flaws, or biases that can cause unintended negative effects. For instance,
entities with malicious intentions could take advantage of code weaknesses
and exploit the system for individual gain or a flawed or biased smart contract
could harm users as it is executed autonomously. In scenarios where essential
infrastructure is blockchain-based, it is even more important that the code
meets high quality standards and best practices. International standards for
code quality should be established for all blockchain systems and processes
as well as robust processes and structures for auditing code. The auditing of
code should be done by qualified and accountable entities and should be
conducted by more than one entity, to minimise mistakes and deliberate
tampering. Developers should always have their code validated before imple-
menting it. International code certifications should be developed to help stake-
holders chose safe blockchain systems and smart contracts. Regulators
should establish minimum security demands for code quality and support
auditing entities doing quality checks.

Verifying Data

A blockchain system cannot automatically verify new data entries. It is there-
fore essential that data be authenticated before it is entered into a system and
distributed to the network. If incorrect data makes its way into a blockchain, it
can create unjust situations and cause mistrust of the whole system. As a
blockchain system has no built-in way of verifying new data entries, the validity
of recorded data must come from a third party outside the blockchain system.
For example, new entries in a real estate ledger tracking property ownership
could be entered by a public authority responsible for the correctness of new
data. Once the data is correctly recorded, the agency can set up approved
smart contracts that will automatically execute the transfer of ownership when
predefined settings are met. When data is authenticated and stored securely
on a ledger, the overall trustworthiness of real estate ownership can be
increased.

In permissioned systems, it is important to determine who is allowed to enter
new data into a system. Only trusted persons and approved actors should be
allowed to enter new data. Permissioned systems should perform data securi-
ty processes defining access rights and have checklists for new data entries.
They also should establish maintenance processes for actors (such as loT
devices) feeding new data to the system. Lastly, they need to have mitigation
strategies in place in the event that incorrect data is recorded on the ledger.

n permissionless systems, anyone can enter new data entries into the system;
therefore, the validity of the data cannot be guaranteed by the trustworthiness
of the people and actors who enter it. However, off-chain authentication
processes can be used for both permissionless and permissioned systems.
Off-chain authentication processes should be adjusted to the data that is
being stored. In some cases, data can be authenticated simply by adding
geolocation data. In other cases, spot checks or a physical inspection might
be needed to confirm the correctness of the data.
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Traceability, Transparency, and Interoperability

Part of what makes blockchain systems trustworthy is the transparency of
transactions. However, interoperability between chains can compromise the
traceability of transactions and hereby the transparency. If a token is created
on one blockchain and then transferred to another, the trace of the token and
how it is being transacted outside the original blockchain system becomes
opaque. On the other side, interoperability between chains can protect users
from being locked into platforms and digital siloes. Interoperability might also
be useful if a system has been compromised or become outdated, and appli-
cations might need to migrate to a new blockchain system to ensure, for
instance, user security or usability.

As there are many advantages of interoperability between chains, block-
chain-based applications and processes might end up being based on
multi-layered protocols involving multiple blockchains. In such scenarios, it is
especially important to ensure traceability between blockchain systems, so
that the transparency of transactions is not compromised. Structures should
be put into place to allow traceability between blockchain systems by adding
the destination to the token when it is transferred*. Standards should also be
developed to ensure interoperability without compromising traceability.

4.4 Guideline to
Allow for Accountability

Blockchain technology facilitates and enables peer-to-peer networks and
value creation in blockchain systems. These networks have the potential to
disrupt existing business models and economic structures. They also enable
new ways of creating and capturing economic value and public goods. It is
important that regulation keep up with the new opportunities provided by
blockchain technology.

Value Creation and Tokenisation

Cryptographic tokens can be used in numerous ways, from granting access
and facilitating transactions to proving ownership or reputation. They can also
be used to incentivise actions, both in and outside of blockchain systems. In
other words, tokens can have substantial economic value and thus offer
potent incentives that can alter or assure certain actions and behaviours.

Tokenisation should only take place in circumstances that create incentives
that are in line with the law and European values; it should not incentivise
actions that are harmful or illegal. However, tokens are sometimes repurposed
by the community and used in ways they were not designed for. This makes it
difficult to predict how a token will incentivise actions in the community and
society. It is important to ensure that tokens are designed specifically to fit their
intended use and that they are not reused in different contexts. Developers of
tokens should be in close and continuous dialogue with decision-makers to
ensure that legal frameworks are up to date with the current developments
within this area. We recommend that governments create regulatory sandbox-
es as a test environment for innovation and regulation where stakeholders
such as companies, public authorities, and researchers can gain experience.
This will ensure that regulation is up to speed while also protecting blockchain
innovation in the European market. It is also advisable to have clear ethical
guidelines for tokenisation, addressing all the various ethical issues of devel-
opment, release, and use. These guidelines should be specifically targeted to
users, investors, developers, and regulators.
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Ownership

Policies, regulations, processes, and practices for blockchain that pertain to
ownership and property rights should be designed to protect the rights and
interests of all stakeholders, including owners, non-owners, buyers, sellers,
leasers, renters, investors, insurers, and society at large. In particular, the
rights of owners and buyers of blockchain-enabled assets should be protect-
ed. This requires adequate safeguards against fraud, theft, double-spending,
network and price manipulation, denial of network access, network termina-
tion, smart contract bugs, and misrepresentations of fair value. Policies and
procedures for wealth generation through the use of blockchain and block-

chain-enabled assets should not exacerbate economic inequalities in society
and should be in accordance with the principles of fairness and non-discrimi-
nation outlined in this document. And finally, proper safeguards should be put
in place against the misuse of blockchain-enabled assets for purposes like
money laundering, tax evasion, and other criminal activities. Tokenisation of
assets that are subject to legal or regulatory restrictions, such as controlled
substances and human tissues, should be restricted or banned.
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4.5 Guideline to Guarantee It is important that blockchain systems design be mindful of potential impact
Societal Responsibility and large-scale consequences for society. How might blockchain applications
disrupt existing business processes and structures in society? How can block-
chain systems support value creation that supports sustainable and social
change? How can tokenisation and decentralised value creation help drive
sustainable and prosocial change? Are there actions that should be illegal to
tokenise (like selling human organs)? These are some of the questions that
developers, investors, and regulators must address, to ensure that the block-
chain systems and applications they endorse will protect and enhance our
societies and humanity.

Sustainability

Developers and operators of blockchain systems should respect and ensure
sustainable targets and values when designing and operating blockchain
systems, including overall Environmental, Social, and Governance (ESG)
impact. These include a focus on reducing energy consumption, reducing the
amount of data storage, reducing digital waste, and considering sustainability
criteria in all innovation and investment decisions. Energy consumption can be
reduced by moving away from proof-of-work consensus mechanisms to
alternative methods and by optimising the network design. Excessive data
storage and digital waste can be reduced by implementing off-chain solutions
and refraining from storing unnecessary data on a ledger.

Developers and operators should also focus on developing blockchain
systems that support sustainability. Examples include decentralised energy
systems, transparent supply chain systems supporting sustainable product
sourcing, sustainable finance solutions, tokenisation incentivising natural
environmental protection, and transparent tracking of carbon trading systems.
When tokenisation is used to incentivise green actions, such as carbon reduc-
tion or nature preservation, it is recommended that independent auditing
processes be employed to ensure that tokens are not used for greenwashing
or similar deceptions. More research should be conducted into how block-
chain technology can be used to drive the sustainable agenda and empower
sustainable actions.

Democracy

Blockchain systems may serve to protect democracy and democratic values
such as freedom of speech from censorship. However, it could also facilitate
the creation of immutable databases of sensitive data used to persecute
minorities or to keep populations under surveillance. All stakeholders in block-
chain systems must ensure that the protocol, network, and application layers
all support democratic values and practises. Blockchain systems should be
used to empower citizens and users, not to undermine or dehumanise them. It
is important that blockchain systems not weaken or destabilise democratic
processes. On the contrary, blockchain systems should be used to minimise
corruption and undemocratic control on the part of public institutions. Network
participants should have ways of objecting to the overall system and suggest-
ing changes. It is important that developers and regulators reflect on how
network participants can coordinate communication to ensure that vital
information is shared with all decision-makers. If communication is only done
at random in off-chain communities, some network participants might end up
having incomplete knowledge before voting on changes in the system.

Users of blockchain applications should have ways of objecting to the
decisions made by the network community. External entities should be
mandated to investigate blockchain systems that are suspected of being
unjust.
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This is especially true for permissioned systems, which have the power to
exclude stakeholders from decision power. Third-party structures, with no
conflicting interests, should be put into place to assess blockchain systems
and ensure that they uphold the law and moral values and protect democratic
processes. Additional research into the societal and democratic impact of
blockchain systems should be promoted.

Risk Mitigation

It is recommended that all blockchain systems and applications are subjects
to risk assessments. As widely used blockchain systems may have large social
implications—for example, when humans invest their savings in tokenised
digital assets—developers and operators should consider a social impact
assessment in collaboration with other involved stakeholder groups before
introducing a new blockchain system or application. Such an assessment
should comprise different impact analyses, on the labour market, financial
systems, political systems, and other relevant social institutions and practices
affected by the proposed system. Blockchain applications should only be
developed and deployed for use cases that adhere to standards of fairness,
equality, inclusion, and non-discrimination.

Applications should not be developed or deployed for use cases that are
known to be unfair or discriminatory or that exacerbate inequalities. In
addition, assessments should be made of possible uses that could have unfair
or discriminatory consequences, and mitigating actions should be taken in
design and governance to decrease the likelihood that such consequences
materialise. Focus should be on developing blockchain-based applications
that promote equality and justice, such as applications that provide access to
financial and other services for marginalised communities, supply-chain track-
ing for fair trade, record keeping for humanitarian aid, and land title registration
for vulnerable individuals and groups. To ensure risk mitigation in blockchain
systems, rules and regulations should be implemented to determine stake-
holders' rights and duties. Procedures, both technical and legal, should be
created to allow redress. Groups and organisations co-creating blockchain
systems and applications should have the duty to accept complaints, assign
and accept responsibility, apply sanctions, award compensation, and take
preventative measures against future harm.

e o o
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Blockchain systems have the
norms and values of the
developers embedded.

Specifically for systems used to
provide public services, ethical
values embedded should be
explicated when the system is
deployed.
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Ethical Implementation

of Blockchain

The high-level guidelines presented above
apply to all actors and should be considered
during the development as well as the deploy-
ment of blockchain systems. In the following,
we discuss how actors can implement these
guidelines in their practices.

Operationalising these guidelines is best done
through relating them to specific practices
involved in blockchain systems, such as
development, deployment, use, regulation,
certification, and others. For each of these
practices, the challenge is to translate
high-level principles into norms and recom-
mendations for that practice. This can be
achieved in two steps.

Step one is to determine how a guideline
applies to a specific practice. Key questions
include how and to what extent the practice
can contribute to the realisation of this guide-
line. Moreover, it should be determined if
actors responsible for the practice have a spe-
cial responsibility to realise the guideline, for
example, due to pre-existing regulations, laws,
or agreements.

For example, the guideline on open access
states that blockchain systems should be
accessible for use by anyone regardless of
their level of education, income, resources,
abilities, and socioeconomic status. Step one
is to ask how the specific practices of (say)
blockchain development contribute to this
overarching principle. What are the responsi-
bilities of blockchain developers in this area?

Step two is then to propose a norm that codi-
fies the general implications of the high-level
guideline for the practice. For example, if the
guideline is that blockchain systems should be
accessible by anyone, a norm for deployment
could be that in acquiring a blockchain
system, priority should be given to systems
that are broadly accessible, and that no
system should be deployed that has poor
access conditions. In the case of the regula-
tion of blockchain systems, a norm related to
the accessibility guideline could be that regu-
lators should determine whether access to a
given blockchain systems is best protected by
law or by industry self-regulation.

An optional next step is to work out more spe-
cific recommendations and procedures that
pertain to specific actors involved in the prac-
tice or to specific phases or elements of the
practice. For example, in the practice of devel-
opment of blockchain systems, the open
access norm could go on to identify social
groups that currently face access barriers and
work out development strategies that can
overcome these barriers. This could also
involve instructions and procedures for specif-
ic actors involved in the development process
and specific phases of development.

However, implementation is not just a matter
of translating high-level guidelines into
mid-level norms and then into detailed proto-
cols and recommendations, but also of having
an integral plan for motivating and educating

the actors who are involved in implementation.
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These could include the anchoring of the ethi-
cal guidelines to the overall strategy of the
organisation, including already adopted ethics
codes and guidelines and corporate social
responsibility strategies. Furthermore, it
requires the allocating of resources for the
implementation of the guidelines. Another
important part is to consider how the imple-
mentation of the guidelines will affect other
aspects of the organisation’s management
strategy, including quality management, risk
management, and others, and ensuring proper
adjustment of these processes. To mitigate
any potential ethical issues, one should con-
sider developing roles, responsibilities, and
procedures for implementation of the ethical
guidelines and for monitoring and assessing
their implementation. This could include the
institution of an ethics officer or an ethics task
force or unit, assigning specific responsibilities
for implementing or monitoring the implemen-
tation of ethical guidelines, as well as identify-
ing ethics and impact checkpoints in develop-
ment, implementation, and operation process-
es. To achieve this, developing and imple-
menting training programs for ethical practice
in relation to the guidelines might be necessary
and helpful.

As an ethical implementation of blockchain
systems may come with unforeseen

Ethical Implementation of Blockchain

challenges, or has to deal with changing
issues over time, one should promote an
industry-academia collaboration and ongoing
research. This incudes also to establish a
common culture of responsibility with respect
to the guidelines, as well as the development
and implementation of strategies for monitor-
ing performance, conformance, and compli-
ance with the ethics guidelines, as well as con-
sidering the guidelines' role in auditing and
assurance processes.

Actors should also consider developing joint
implementation strategies with others. For
example, developers, node operators, valida-
tors, service providers, and standards, gover-
nance and industry associations could collab-
orate on a general implementation strategy
that allows them to pool resources and exper-
tise and make use of the division of labour.

Some approaches have been developed to
help organisations implement ethical guide-
lines in their blockchain-related practices®.
For design and development, the approach of
Ethics by Design could be used. This is an
approach for the systematic inclusion of ethi-
cal criteria at different stages of the develop-
ment process of technological products and
systems. This approach has been developed
in detail for Al,*” as well as for other technolo-
gies®.
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Research on how to measure the
Implementation and management
of ethical values in blockchain
systems is needed. As new
blockchain use cases are
emerging, research and regulation
must keep up.
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@ Outlook

This report identifies ethical issues related to
blockchain systems and presents ways of
addressing them. However, as blockchain
systems can facilitate a multitude of applica-
tions and use cases, each of the ethical issues
presented in section 3 could benefit from
being researched individually. We recommend
that developers and researchers use these
ethical guidelines as a foundation for reflecting
on the presented ethical issues in specific con-
texts and for individual user groups.

More work is needed to dive deeper into the
ethical issues presented here and to account
for new blockchain-based use cases as they
develop and issues that have not yet come to
light.

Some issues seem particularly urgent for
ongoing investigation. For example, the ethical
challenges related to accountability: How to
place and enforce accountability in permis-
sionless blockchain systems based on open
code and self-executing smart contracts? If
processes and structures are co-created with-
out having a single entity in control, then where
to place accountability if something goes
wrong? How to mitigate risk and protect users,
if the system is immutable and no single entity
has the power to change it?

Another important topic to investigate more
deeply is how blockchain systems are used to
co-create value, for example through the use
of tokens. Cryptographic tokens need to be
subject to intense ethical and legal reflection
and regulation, as they have the potential to
disrupt existing economic as well as societal
systems. An individual set of guidelines
addressing tokenisation and block-
chain-based value creation would be relevant
and appropriate.

Outlook

In addition, these guidelines have not specifi-
cally touched upon the phenomenon of
Decentralised Autonomous Organisations
(DAOs). It is likely that new types of self-gov-
erning organisations will emerge in the future.
Organisational research must keep up with
these new types of organisations, to explain
their workings, benefits, and weaknesses. This
knowledge is needed to guide and protect
DAOQO stakeholders and to enlighten and sup-
port regulations regarding these new organisa-
tional structures.

It is also important to reflect on the autono-
mous actors incorporated in blockchain
systems, such as smart contracts. As digital
systems evolve from being reactive automatic
to proactive autonomous, algorithmic actors
are increasingly operating in an open network
with no data controller. The risk of unforeseen
harm to or discrimination against users must
be avoided. It is also relevant to consider other
technologies that might exist in a blockchain
system, such as loT devices and Al. Digital
systems based on multiple types of technolo-
gies and autonomous actors must be carefully
thought through, lest they result in autono-
mous systems operating outside human con-
trol with the potential to violate societal values
and norms.

Research on how to measure the implementa-
tion and management of ethical values in
blockchain systems is needed. As new block-
chain use cases are emerging, research and
regulation must keep up, so that new techno-
logical structures will embed the values of
society and take into account the overall con-
sequences for society.
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This report creates a baseline for
future blockchain innovation by
supporting the implementation of
EU values in blockchain systems.
It takes the first step by
identifying ethical issues and
presenting ethical guidelines for
blockchain systems.
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@ Conclusion

This report presents ethical guidelines for
blockchain systems as defined by the EGBE
under a mandate from the EBP. The ethical
guidelines are specifically created for block-
chain systems and are based on the values of
the EU.

Blockchain systems have the potential to
become the backbones of societal as well as
economic transactions, providing consider-
able benefits to citizens and users. Blockchain
systems include (but are not limited to) value
creation and capture, peer-to-peer organisa-
tions, self-sovereign identities, transparent
supply chains, sustainable business models,
and safe online transactions. They should
empower citizens and society and help facili-
tate the social and sustainable changes
needed to protect and uphold the values of the
European Union.

However, blockchain systems can also create
unforeseen ethical issues, especially when
allowing peer-to-peer networks to create
common goods and public goods. These ethi-
cal issues related to blockchain systems are
unprecedented, especially in the context of
accountability, as no single entity controls or
owns the blockchain network. With no central
controlling entity, immutable systems set a
high demand on developers — they are the
ones who must reflect on how a system can be
used or misused before releasing it. New ways
of enforcing accountability in digital
peer-to-peer networks must be identified and
developed to protect citizens and to ensure
that blockchain systems are ethically sound
and safe.

Conclusion

This report creates a baseline for future block-
chain innovation by supporting the implemen-
tation of EU values in blockchain systems. It
takes the first step by identifying ethical issues
and presenting ethical guidelines for block-
chain systems.

It is worth noting that these guidelines do not
address a specific type of blockchain system
but are considered to be general guidelines
that can be used for permissionless and
permissioned blockchain systems alike.

Europe has a unique cultural setting that
places the user and the individual at the
centre, not governments or private companies.
This user focus should also be implemented
into blockchain systems, as blockchain tech-
nology has the potential to enhance the digital
self-sovereignty of European citizens. As
Europe is aspiring to protect its digital sover-
eignty, the EBP has a unique vantage point not
only for protecting digital sovereignty but also
for developing EBSI, which is being developed
and implemented fully considering the protec-
tion of European values and norms. The ethical
guidelines will also empower European block-
chain start-ups and scale-ups to create block-
chain systems that strengthen digital sover-
eignty and reinforce European values.

This report identifies ethical issues and guide-
lines for blockchain systems in a European
context. It puts a spotlight on the field of
blockchain ethics and encourages researchers
and practitioners alike to dive deeper into the
ethical issues presented. The application areas
of blockchain systems are manifold, and we
have not yet seen the full potential of this tech-
nology.

45

Ethical Guidelines for Blockchain Systems



As blockchain technology is still evolving, it is
important that ethical reflections keep up with
that development. How blockchain technology
will influence society will depend on both regu-
lation and the inventiveness of the blockchain

Conclusion 46

community. These guidelines help sharpen
our ethical understanding of blockchain
systems with an intent to drive innovation for a
sustainable and sovereign digital future.

Ethical Guidelines for Blockchain Systems



‘ Contributors

This report was written by the Convenors and
the EU Expert Group on Blockchain Ethics.

Convenors

Roman Beck
Full Professor at the IT University of Copenhagen, Head
of the European Blockchain Center

Signe Agerskov
Researcher at the IT University of Copenhagen, Member
of the European Blockchain Center

Expert Group Members

Monique Bachner
Independent Governance Advisor & Non-Executive
Director, INATBA Blockchain Standards Committee

Philip Brey
Full Professor in Philosophy and Ethics of Technology,
University of Twente

Saren Juul Joergensen
Research Fellow, The Center for Human Rights and
International Justice, Stanford University

Migle Laukyte
Associate Professor in Law and Al, Pompeu Fabra
University

Keith W. Miller

Orthwein Endowed Professor for Lifelong Learning in
the Science Professor, University of Missouri - St. Louis,
College of Education and Department of Computer
Science

John P. Sullins
Professor, Department of Philosophy, Director of
Programming, Center for Ethics Law and Society

(CELS), Sonoma State University

Kevin Werbach
Liem Sioe Liong/First Pacific Company Professor and
Chair, Department of Legal Studies & Business Ethics,

The Wharton School, University of Pennsylvania

Contributors

Reviewers

Hennie Bulstra

Convenor user group Diplomas and credentials Europe-
an Blockchain Partnership, Executive Agency of the
Ministry of Education, Culture and Science, The
Netherlands

Peter G. Kirchschlager
Professor and Director of the Institute of Social Ethics,
University of Lucerne

Asger Balle Pedersen
Postdoc at the IT University of Copenhagen, Member of
the European Blockchain Center

Daniél Du Seuil
Convenor European Self Sovereign Identity Framework
(EBSI) at European Blockchain Partnership

Administrative support

Caroline Kaeb
Policy Officer at DG CNECT - Blockchain and Digital
Innovation

Acknowledgements

We would like to thank Pierre Marro at the EU Commis-
sion DG CNECT for his support and invaluable
feedback, as well as Sophus Garfiel, Thorkild Kristian-
sen and Tobias Panduro from the Danish Ministry of
Digital Government and Gender Equality for their
support in the European Blockchain Partnership work
and for making these guidelines possible.

47

Ethical Guidelines for Blockchain Systems



Glossary 48

@ Glossary

Bitcoin: see cryptocurrency.

Block: a bundle of digital pieces of information, i.e. transactions or the parties involved in it, etc.
Instead of verifying transactions individually, they are bundled and verified in blocks.

Consensus algorithm (consensus mechanism): Nodes in a peer-to-peer network collaborating
via established protocols (consensus algorithms) to agree on whether a new block should be
added to the blockchain. The main consensus algorithms are:
Proof of Work: is based on work and effort to be the first in solving the mathematical
puzzle and hereby be allowed to verify the next block on the blockchain (see mining).
Proof of Stake: the consensus mechanism based on stakes that the validators (nodes)
submit to be allowed to verify the next block on the blockchain.

Cryptocurrency: a currency that exists digitally and does not rely on banks or other financial
institutions, but on decentralized systems (such as blockchain). Right now, there are many differ-
ent kinds of cryptocurrencies, but the best known are Bitcoin and Ethereum.

Decentralized Autonomous Organization (DAO): an organization that is based on blockchain
and smart contracts as a source of its governance and management.

Digital Ledger Technologies (DLT): a public and decentralized ledger, where the transactions
are visible. All blockchains are DLTs, but not all DLTs are blockchains: that is to say, not all DLTs
are organized into chains of blocks, such as for example Radix DLT or Directed Acyclic Graph
(DAG).

Digital Twin: a digital representation (such as a token) of a specific process, person, entity,
system, or product that exists in the physical world.

Fork: a change to the blockchain protocol, which can be classified into hard fork and soft fork.
= Hard fork: radical new version of the blockchain protocol that does not accept any entries
or blocks that are created by nodes still operating the old version of the blockchain proto-
col.
Soft fork: new version of the blockchain protocol that does not accept all entries or
blocks that are created by nodes still using the old version of the blockchain protocol.

Hash: unique code or a cryptographic signature that is given to every block. The unique hashes
and the interconnectedness of blocks are part of what makes blockchains tamper-proof.

Ledger: the connected blocks storing data in a blockchain system, are sometimes referred to as
the blockchain ledger.
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Mining: the attempt to generate the right hash for the next block, which is usually rewarded with
cryptocurrencies. See Proof of Work.

Mining Pools: a pool of miners that combine their computational resources to increase their
chances of first generating the right hash for the next block.

Node: it is a computer representing a person, group, or entity, that together with other nodes
constitutes a blockchain network. The nodes run algorithms to verify and authenticate transac-
tions (also called mining) hereby earning cryptocurrencies. They participate in the governance,
voting, and decision-making of blockchain systems.

Oracle: a trusted third party which supplies the blockchain with information from external sourc-
es, such as a bank. However, blockchain systems cannot verify the origin of data and oracles are
not per default trustworthy.

Public-Permissioned system: All nodes can read and submit transactions. Only authorized
nodes can validate transactions.

Public-Permissionless system: All nodes can read, submit, and validate transactions.

Private-Permissionless system: Only authorized nodes can read, submit, and validate transac-
tions.

Proof of Work: see consensus algorithm (consensus mechanism,).
Proof of Stake: see consensus algorithm (consensus mechanism).

Smart Contract: an agreement in a programming language —a code —which is self-executing
once required parameters are met.

Staking pool: see Validator pool.

Token: a token is a digital asset that can be stored, transferred, and verified. It might function as a
form of currency, or it might grant the owner some other utility value. Examples of tokens are:
= Assetl token: A token linked to physical or digital assets. It can be either financial or
non-financial.
Payment token: A token used for making payments.
Utility Token: A token that provides utility to users (e.g., access rights, identification, or
membership) or that serves as a reward.
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Tokenisation: The process of creating a token. This can be achieved by creating a new token out
of an existing one (minting), or by creating an entirely new token (coinage).

Validator: is a node that validates the transactions in a blockchain system.
Validator pool (staking pool): a pool of validators who put together their crypto-assets to be
entitled to validate transactions in blockchain systems that use the proof-of-state consensus

mechanism.

Voting: nodes in a blockchain network can vote and collectively decide on how a blockchain
system evolves i.e. if a hard fork should be implemented.
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